
Towards an EU Framework 
for the Security of Widezones

Supporting the security of citizens by providing 
a total solution for the protection of Widezones

This project has received funding from the European Union’s Seventh 
Framework Programme for research, technological development and 
demonstration under grant agreement no 607292.

@FP7ZONeSEC

ZONeSEC FP7 Project

www.zonesec.eu

In this Issue : 

• Expected impact

• Kick-off meeting

• Plenary meetings

• Pilot demonstrations

• First on-site integration test

Issue 1 - April 2016



2 More information about ZONeSEC in www.zonesec.eu

The project focuses on surveillance of critical 
infrastructure sites (Widezones).

“ZONeSEC aims to address the needs of 
widezones surveillance by defining a new 
European-wide framework, which will extend 
beyond a sole technical proposition. Driven 
by the need to yield a holistic and uniform 
approach, ZONeSEC redefines the issue 
of security of widezones by taking into 
consideration issues pertaining to costs, 
complexity, vulnerability, societal acceptance 
and ethics”.

ZONeSEC Kick-off meeting in Athens

Kick-off meeting

• The proposed solutions in ZONeSEC aim 
at benefiting European countries also 
through transnational applications.

• The new European-wide online framework 
proposed by ZONeSCE will create a robust 
and scalable system that provides the 
same level of overview and situation 
awareness across all involved parties from 
different countries.

• This will enable the actors involved to 
produce a unified and coherent response 
in dealing with potential failures of critical 
infrastructures (such as pipelines, energy 
lines or transportation routes) that affect 
extended geographic areas.

Expected Impact

On the 9th and 10th of December 2014, the 
ZONeSEC kick-off meeting was held in Athens. 
The ZONeSEC project is a 48-month research 
project funded by the European Commission 
through the Seventh Framework Programme.

During the meeting, the ZONeSEC 
consortium, formed by 19 partners from 9 
European countries, had the opportunity to 
introduce themselves,  present their roles in 
the project and align their work plans. 
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During the course of the project, the 
ZONeSEC platform will be validated through 
three pilot demonstrations:

1. At a water treatment plant in Romania 
(hosted by Aquaserv) 

2. At a highway in Spain (hosted by Acciona)

3. At a motorway in Greece (hosted by 
Attikes Diadromes)

The validation campaigns will demonstrate 
different components of the ZONeSEC system 
to different groups of internal and external 
end-users.

Pilot demonstrations

Following the kick-off meeting, two other 
plenary meetings were held. The former was 
organized in Chania (Greece) in May 2015, and 
the latter in Madrid (Spain) in November 2015.

During the plenary meeting in Chania, 
the progress of the ZONeSEC project was 
presented by the different partners. Special 
attention was paid to the user requirements 
as well as future steps in technical 
developments.

In addition to discussing internal project 
matters, the plenary meeting in Madrid 
consisted of the first on-site integration pilot, 
which was hosted by Acciona at the Control 
Center located on the A2 Highway near Torija 
(Spain). The role of this event was to test an 
incipient version of the ZONeSEC system in a 
real environment. Details on the goals, the use 
case and the components that were tested 
can be found on the next pages. 

Plenary meetings

“The ZONeSEC project aims to 

address the needs of widezones 

surveillance by defining a new 

European-wide framework, 

which will extend beyond a sole 

technical proposition.”
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Main goals

• To show end-users what the ZONeSEC 
sub-systems are able to provide, 
improving users’ understanding of system 
capabilities.

• To integrate some of the main ZONeSEC 
technologies: ground sensors, the 
ZONeSEC Core, SDAIM (Surveillance, 
Detection and Alerts Information 
Management) and the COP (Common 
Operational Picture).

• To identify potential bottlenecks and 
obtain user feedback at an early stage.

First On-Site integration test

Illicit Access Use Case

The test consisted in a simulation of illicit 
access into the Acciona Control Center. The 
test was successful in that the ZONeSEC 
system detected volunteers’ simulated 
actions by fusing data coming from different 
sources (acceleration and acoustic sensors).

COP (Common Operational Picture)

ACCIONA Control Centre in Torija (Spain)
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Sensors and components

The first on-site integration test brought 
together the following elements:

• Acceleration sensors provided by 
TEKNIKER. These sensors were attached to 
the fence surrounding the Control Centre’s 
and identified abnormal movement of the 
fence.

• Distributed Acoustic Sensor (IDAS) 
provided by Silixa. IDAS is an optoelectronic 
system monitoring the acoustic field 
along an optical fibre cable. In the first 
site integration test the IDAS was tested 
successfully in detecting walking events 
along a cable buried next to a perimeter 
fence.

• SDAIM (Surveillance, Detection and Alerts 
Information Management) provided by 
IT INNOVATION and THALES, analysed 
and fused data coming from the different 
sensors and was able to raise an alert  to be 
displayed in the COP (Common Operational 
Picture) provided by DIGINEXT.

• All these sub-systems were connected 
by the ZONeSEC Core, the integration 
component produced by ATOS.

Key points of the ZONeSEC system 

• European-wide framework for the 
protection of Widezones 

• Cost-effective
• Low false alarm ratio

• Ground-breaking approach in 
simulating the behavior of important 
sub-systems

• Total security approach

Acceleration Sensors

Acoustic sensors (IDAS platform)

IDAS platform
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